At Notional Online Sufaty, we bulisve In armpowering parents, corers and trusted odults with the information o hold on informed conversation obout onilne sofuty with thair chiidesn, should they
foel it ks neaded. Thiz guide focuses on one of many opps which wo beflove trusted oduits should bo aware of. Fleasa visit www.nationalonlinesatety.com for furthor guldos, hints ond tips tor adults.
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POTENTIAL CYBERBULLYING

Group chat and video calls
are great for connecting with

LVAYS
Fraudsters occazlonally send Whatsapp
messages Frr."tl.-nding to offer Fri:c: -
encouraging the user to click on a link to
win, Other cemmon scams involve
wurnInP someacna that their Whatsapp
subsgcription hag run aut (aiming te dupe
them into disclosing payment details) or
Impergonating a friend or relative and
asking for money to be transferred to
help ¥ith an emargency.

DISAPPEARING MESSAGES

Users can set wh-:utH.p? Messages o
dizappear in 24 hours, 7 days or D0 daye

by default. Photes and videss con olso be ‘ .
Instructed to disappear after the

recipient haos viewsd them. These files

can't be saved or forwarded - so if your
child was sent an inappropriate

message, it would be difficult to prove = #

multiple peocple in Whatsa but
th&repirs ali'wags the patantlgﬁnr /
somecne’s feelings to be hurt by an 1
unkind comment or Joke. The “only !
admins’ feature gives the admin(s) ofa |
group control over whe can send
messages, They can, for example, Block
people from posting in o chat, which could
make a ehlld feel excluded and upast.

To start o Whatsa pr chat, you
only need the moblle number of
7 ERISON you want to message

the ot ariﬁerai:-n alzo needs ta have
the opp). WhatsApp can access the
address book on someone’s device and
recognise which of their contacts also use
thie upﬁ. 5o if your child has ever given
thelr phone number to someone they don't
know, that parson could use it to contoct
them via atzsApp.

LOCATION SHARING &

\‘ . The ‘llve location' faoture lete users
share their current whereabouts,
allowing friends to 2ee thelr movements.
\ Whatsa describes it og a “simple and
Fecures way to let pal:lg:le know where you
are.” It is a useful method lor a young
person to let loved ones know they're safa
= but if they uzed it In a chat with people
thay don’t know, they would ba exposing

any wrongdeing. However, the receiver
con take a screenshot and save that as
evidence.

ENABLING FAKE NEWS ﬁ

WhatzApp has unfortunataly baen linked
to accelerating the spread of dangerous
rumours, In India in 2018, some cutbreaks
of mob vislence appear to have been
sparked by folse allegations being shared
on the app. WhatsApp Iteelf took steps to
revent its users circulating hazardous
heories and speculation in the early

weeks of the Covld=18 pandemic. @ thelr location to them, too.
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'CREATE A SAFE PROFILE EXPLAIN ABOUT BLOCKING g (,w REPORT POTENTIAL SCAMS
¢
| Even though someons would nead a child's If your child recelves spam or olfensive v , Young prople shouldn't engage with any
| rh one number to odd them as o contact, massagaes, calls or files from a contoct, thay ™, mess0ge that looks susplclious or too good
t's aleo waorth ult&rin? a E'uung Person’s should block them using ‘settings’ In the chat. to be true, When your child receives a £
profile settings te restrict who can see their Communication from a blocked contoct won't miessage from an unknown number for the
hoto and status, The options are show up on their device ond stays undeliverad. first tinne, they'|l be given the option to
everyane’, my contacts” and ‘nabody’ = Blocking someons does not remowve them fram repart it 05 spam. if the sender claims to be '
choosing one of the lottar two ensures that our child's contact list - so they also neesd to a friend or relative, call that person on thelr
your child's profile |2 better protected. e deleted from the address book. usugl number to verify it reolly is them, or if

It'e 2omeone trylng to trick your child.

” CHECK THE FACTS

= &
THINK ABOUT LOCATION W DELETE ACCIDENTAL =
J MESSAGES M oucannow act-onect

LEAVE A GROUP

It your child Ig In a group chat that |2

If your child needs to uze the *llve
muoking them feel uncomfortable, or

lecation” function to show you or

 has been added toa group o one of their friends whara If your ':':'"'I:' f”sﬁh" HL t“B‘{h have been forwarded ot |
that they den't want fo be . theyare, advize them to wonk Lo delw 'f AT S Lve least live times, by
. rt of, they can use rey | share their location onl R o “”rt.g“.,.t‘:l‘da'“a?h“ double-tapping the
hatza pl:t'a group settings 4= | foroslong os they need to. mesSuge. Top oOSuIEEROE s muglnlfylng glazs leon to the
to legve, If somecne exits o Whatsa p!:-l gives a range of message, choose “delste” and then righ

of the messa ge. Fram
thare, your child can launch a “
Google sedrch and decide lor z
themselves whethar the ¥
mesgage was true or not.

‘delete for everyone.” However, it's
irmportant to remember thot
recipients may have seen Eld nd
taoken a sersenshot of) o messoge
belare it wes delated.

‘live lo on' options, and your
child ghould manually stop sharing
their position as soon as it is no
langer nesded.

ﬂ;oup. the admin can add
em beack in once; Il Ehey
leove a secand tima, it is
pEFmanent.
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